
powershell network commands cheat sheet
powershell network commands cheat sheet is an essential resource for IT professionals, system
administrators, and network engineers who leverage PowerShell for managing and troubleshooting
network configurations. This comprehensive guide covers the most important PowerShell commands
related to networking, helping users quickly access and execute tasks such as IP configuration, DNS
queries, port scanning, and network diagnostics. With the increasing reliance on automation and
scripting in network management, mastering these commands can significantly enhance efficiency
and accuracy. This article delves into various categories of PowerShell network commands,
providing clear explanations and practical usage tips. Whether managing local networks or
performing remote network operations, this cheat sheet offers valuable insights for all skill levels.
Explore the key commands and techniques that form the backbone of network administration using
PowerShell.

Basic Network Configuration Commands

Network Diagnostic and Troubleshooting Commands

DNS and IP Address Management Commands

Port and Service Monitoring Commands

Advanced Network Commands and Remote Management

Basic Network Configuration Commands
PowerShell provides a set of commands designed to retrieve and modify network configuration
settings on Windows machines. These commands allow users to efficiently manage IP addresses,
network adapters, and routing tables.

Get-NetIPAddress
The Get-NetIPAddress cmdlet retrieves IP address information assigned to network interfaces. It
supports filtering by address family, interface alias, or IP address, making it ideal for quickly
reviewing network configurations.

Set-NetIPAddress
Use Set-NetIPAddress to modify the IP address configuration of a network adapter. This cmdlet
can change IP addresses, subnet masks, and default gateways, facilitating dynamic network
adjustments without GUI interaction.



Get-NetAdapter
Get-NetAdapter lists all network adapters on a system, providing details such as name, status,
MAC address, and link speed. It helps administrators identify active adapters and monitor physical
network connections.

Enable-NetAdapter and Disable-NetAdapter
These cmdlets control the operational state of network adapters. Enable-NetAdapter activates an
adapter, while Disable-NetAdapter deactivates it, useful for managing network access or
troubleshooting connectivity issues.

Common Basic Network Commands

Get-NetIPAddress – Retrieve IP configurations

Set-NetIPAddress – Modify IP settings

Get-NetAdapter – List network interfaces

Enable-NetAdapter – Enable a network adapter

Disable-NetAdapter – Disable a network adapter

Get-NetRoute – Display routing information

Network Diagnostic and Troubleshooting Commands
Network diagnostics are critical for identifying and resolving connectivity problems. PowerShell
includes a variety of commands to test network status, trace routes, and perform ping operations.

Test-Connection
Equivalent to the traditional ping command, Test-Connection sends ICMP echo requests to verify
network reachability and latency. It supports parameters such as count, delay, and timeout for
detailed testing.

Trace-Route
PowerShell's Trace-Route cmdlet (available in later versions or via custom scripts) traces the path
packets take to reach a destination, helping diagnose routing issues or network delays.



Get-NetTCPConnection
This cmdlet lists current TCP connections and listening ports, providing insight into active network
sessions and potential network security concerns.

Resolve-DnsName
Resolve-DnsName performs DNS queries to resolve hostnames to IP addresses and vice versa. It is
an essential tool for troubleshooting DNS-related network issues.

Essential Diagnostic Commands

Test-Connection – Test network reachability

Resolve-DnsName – Query DNS records

Get-NetTCPConnection – View active TCP connections

Get-NetRoute – Check routing table

Trace-Route – Determine network path

DNS and IP Address Management Commands
Managing DNS settings and IP addressing is a frequent task in network administration. PowerShell
simplifies these operations with dedicated cmdlets for querying and modifying DNS and IP
configurations.

Get-DnsClientServerAddress
This cmdlet retrieves DNS server addresses configured on network interfaces, allowing
administrators to verify or audit DNS settings.

Set-DnsClientServerAddress
Use Set-DnsClientServerAddress to configure or change the DNS servers assigned to a network
interface, ensuring proper name resolution within the network.



Add-DnsClientNrptRule
Add-DnsClientNrptRule manages Name Resolution Policy Table (NRPT) rules, which are used in
advanced DNS configurations such as split-brain DNS or DirectAccess environments.

Get-NetIPAddress and New-NetIPAddress
The New-NetIPAddress cmdlet creates new IP address assignments, useful for adding secondary
IPs or configuring static IPs on an interface.

Key DNS and IP Management Commands

Get-DnsClientServerAddress – View DNS server settings

Set-DnsClientServerAddress – Change DNS server addresses

Add-DnsClientNrptRule – Configure NRPT rules

New-NetIPAddress – Assign new IP addresses

Remove-NetIPAddress – Remove IP address assignments

Port and Service Monitoring Commands
Monitoring active ports and network services is vital for security and performance. PowerShell
offers commands to list open ports, identify services, and inspect network traffic.

Get-NetTCPConnection
This cmdlet lists all TCP connections, including local and remote addresses, ports, and connection
states, enabling monitoring of network activity and detection of suspicious connections.

Get-NetUDPEndpoint
Get-NetUDPEndpoint displays UDP endpoints currently in use on the system, providing visibility
into non-connection-oriented network communication.

Get-Service
While not network-specific, Get-Service can be combined with filtering to identify network-related
services running on a system, aiding in service management and troubleshooting.



Common Port and Service Commands

Get-NetTCPConnection – View active TCP connections

Get-NetUDPEndpoint – List UDP endpoints

Get-Service – Retrieve service status

Stop-Service and Start-Service – Control service operation

Advanced Network Commands and Remote
Management
PowerShell's advanced network commands support complex scenarios including remote network
management, firewall configuration, and network policy enforcement. These commands enable
automation and centralized control.

Invoke-Command
Invoke-Command runs PowerShell scripts or commands on remote computers, facilitating remote
network diagnostics and configuration without direct login.

New-PSSession and Enter-PSSession
These cmdlets establish persistent remote PowerShell sessions, allowing administrators to
interactively manage network settings on remote machines.

Set-NetFirewallRule and Get-NetFirewallRule
Managing Windows Firewall settings is crucial for network security. Set-NetFirewallRule modifies
firewall rules, while Get-NetFirewallRule retrieves existing rules for auditing or troubleshooting.

Get-NetIPConfiguration
This cmdlet consolidates IP configuration information, including IP addresses, gateways, DNS
servers, and interfaces, providing a comprehensive view of network settings.

Advanced Network Management Commands



Invoke-Command – Execute commands remotely

New-PSSession – Create persistent remote sessions

Enter-PSSession – Interactively manage remote systems

Set-NetFirewallRule – Configure firewall rules

Get-NetIPConfiguration – Retrieve detailed IP setup

Frequently Asked Questions

What is a PowerShell command to display the current IP
configuration?
Use the command `Get-NetIPAddress` to display detailed IP configuration information for all
network interfaces.

How can I test network connectivity using PowerShell?
Use the `Test-Connection` cmdlet, for example: `Test-Connection google.com` to ping a remote host
and check connectivity.

Which PowerShell command shows the status of all network
adapters?
Use `Get-NetAdapter` to list all network adapters along with their current status and other
properties.

How do I display the routing table in PowerShell?
Use `Get-NetRoute` to display the IP routing table on your machine.

What command can I use to retrieve DNS client settings in
PowerShell?
Use `Get-DnsClientServerAddress` to get DNS server addresses configured on network interfaces.

How do I release and renew an IP address using PowerShell?
To release an IP address, use `Remove-NetIPAddress` for the specific interface, and to renew, use
`New-NetIPAddress` or restart the interface with `Restart-NetAdapter`.



Which command shows active TCP connections and their
states in PowerShell?
Use `Get-NetTCPConnection` to display active TCP connections including local and remote
addresses, ports, and connection states.

How can I configure a static IP address on a network adapter
using PowerShell?
Use `New-NetIPAddress` with parameters like `-InterfaceAlias`, `-IPAddress`, `-PrefixLength`, and
`-DefaultGateway` to set a static IP. For example: `New-NetIPAddress -InterfaceAlias "Ethernet" -
IPAddress 192.168.1.100 -PrefixLength 24 -DefaultGateway 192.168.1.1`.

What command helps to flush the DNS resolver cache in
PowerShell?
Use `Clear-DnsClientCache` to clear the DNS resolver cache on your system.

Additional Resources
1. Mastering PowerShell Networking: A Comprehensive Guide
This book dives deep into PowerShell's networking capabilities, providing a thorough understanding
of cmdlets and scripts used for managing network configurations and troubleshooting. It covers
everything from basic commands to advanced scripting techniques, making it ideal for IT
professionals who want to automate network tasks. The guide includes practical examples and real-
world scenarios to help readers apply their knowledge effectively.

2. PowerShell Network Commands Cheat Sheet: Quick Reference Guide
Designed as a handy reference, this cheat sheet book compiles the most essential PowerShell
network commands in an easy-to-navigate format. It focuses on commands for managing network
adapters, IP configurations, DNS, and connectivity tests. Perfect for sysadmins and network
engineers who need fast access to frequently used commands during their daily tasks.

3. Networking Automation with PowerShell: Scripts and Solutions
This book explores how to automate complex network management tasks using PowerShell scripts.
It includes step-by-step instructions for creating scripts that monitor network health, configure
devices, and perform bulk changes efficiently. Readers will learn how to save time and reduce errors
by leveraging automation in their network environments.

4. PowerShell for Network Engineers: Essential Commands and Techniques
Aimed at network engineers, this book provides a focused look at PowerShell commands specifically
useful for network administration. It covers topics such as IP configuration, firewall rules, remote
management, and network diagnostics. The book also offers tips on integrating PowerShell with
other network tools to enhance productivity.

5. Hands-On PowerShell Networking: From Basics to Advanced
This practical guide starts with fundamental concepts of networking in PowerShell and progresses to
advanced command usage and scripting. It is packed with exercises and real-life examples that help



readers build confidence in managing networks through PowerShell. The book also discusses
troubleshooting common network issues using PowerShell commands.

6. PowerShell Networking Cookbook: Recipes for Everyday Tasks
A recipe-style book that provides quick solutions for common network management challenges using
PowerShell. Each recipe includes a problem statement, a step-by-step solution, and explanations for
the commands used. It’s an excellent resource for IT professionals seeking immediate answers for
network automation and troubleshooting.

7. Efficient Network Management with PowerShell: Tips and Tricks
This book shares expert tips and lesser-known PowerShell commands that can make network
management more efficient. It focuses on optimizing scripts, improving command performance, and
best practices for managing large-scale networks. Readers will gain insights into enhancing their
workflow and reducing manual efforts.

8. PowerShell Networking Essentials: Commands, Scripts, and Best Practices
Covering the essential networking commands and scripting techniques, this book is perfect for
beginners and intermediate users. It explains how to use PowerShell to configure network settings,
test connectivity, and manage network services. The book also highlights best practices for writing
clean and maintainable scripts.

9. The PowerShell Network Administrator’s Toolkit
This comprehensive toolkit book equips network administrators with a wide range of PowerShell
commands, scripts, and utilities tailored for network management. It includes tools for IP address
management, network monitoring, and security configurations. The book is designed to be a go-to
resource for streamlining network operations using PowerShell.
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