linux network commands cheat sheet

linux network commands cheat sheet serves as an essential guide for system administrators,
network engineers, and IT professionals who manage Linux-based networks. This comprehensive
reference covers the most important and frequently used Linux commands for network configuration,
monitoring, troubleshooting, and security. By mastering these commands, users can efficiently
diagnose network issues, configure interfaces, monitor traffic, and ensure robust connectivity. The
cheat sheet includes commands related to IP configuration, interface management, routing, DNS
queries, packet analysis, and firewall management. Whether you are a beginner or an experienced
professional, having quick access to these commands significantly enhances productivity and
problem-solving capabilities. This article provides an organized overview of crucial Linux network
commands, accompanied by explanations and practical use cases to facilitate easy learning and
application.
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Network Interface Configuration

Configuring and managing network interfaces is fundamental to maintaining a stable and reliable
Linux network environment. The linux network commands cheat sheet includes essential tools for
viewing, modifying, and troubleshooting network interfaces.

ip Command

The ip command is a powerful and versatile utility used to show and manipulate routing, devices,
policy routing, and tunnels. It replaces older tools like ifconfig and offers more detailed information
and functionality.

e ip addr show: Displays all IP addresses assigned to network interfaces.
e ip link show: Lists all network interfaces and their status.

e ip addr add 192.168.1.10/24 dev ethO: Assigns an IP address to the specified
interface.



e ip link set ethO up: Activates the network interface.

e ip link set eth0 down: Deactivates the network interface.

ifconfig Command

Though deprecated in many distributions, the ifconfig command is still widely used for quick
interface configuration and status checks. It displays IP addresses, MAC addresses, and interface
flags.

e ifconfig: Shows all active interfaces and their details.

e ifconfig ethO 192.168.1.10 netmask 255.255.255.0 up: Assigns an IP and brings
the interface up.

e ifconfig ethO® down: Disables the specified interface.

ethtool Command

ethtool provides detailed information about Ethernet devices and allows configuration of speed,
duplex, and other hardware settings.

e ethtool ethO: Displays the current settings and statistics of the interface.

e ethtool -s eth® speed 100 duplex full autoneg on: Sets speed and duplex mode.

Routing and Traffic Management

Routing commands are crucial for managing the flow of packets through network interfaces and
gateways. The linux network commands cheat sheet highlights key utilities to configure and inspect
routing tables and traffic rules.

route Command

The route command shows and modifies the IP routing table. It is useful for adding and deleting
routes.

e route -n: Displays the routing table numerically without resolving hostnames.

e route add default gw 192.168.1.1: Adds a default gateway.



e route del default gw 192.168.1.1: Removes the default gateway.

ip route Command

The ip route command is the modern alternative to route, providing more flexibility and detailed
options for managing routing tables.

e ip route show: Displays the current routing table.

e ip route add 10.10.10.0/24 via 192.168.1.1: Adds a route to a specific network via
a gateway.

e ip route del 10.10.10.0/24: Deletes a route.

tc Command

The tc (traffic control) command is used for network traffic shaping, scheduling, and policing on
interfaces.

e tc gdisc show dev eth@: Displays queueing disciplines on an interface.

e tc qdisc add dev eth0® root tbf rate 1mbit burst 32kbit latency 400ms:
Limits bandwidth with a Token Bucket Filter.

Network Diagnostics and Monitoring

Effective network troubleshooting requires commands that provide detailed diagnostics and real-time
monitoring of network activity. The linux network commands cheat sheet includes tools that help
identify connectivity issues and performance bottlenecks.

ping Command

The ping command tests connectivity to a remote host by sending ICMP echo request packets and
measuring response times.

e ping google.com: Sends continuous ping requests to google.com.

e ping -c 4 8.8.8.8: Sends 4 ping requests and then stops.



traceroute Command

traceroute traces the path packets take to reach a destination, showing each hop along the route.

e traceroute google.com: Displays the intermediate routers between source and destination.

netstat Command

The netstat command provides information on network connections, routing tables, interface
statistics, and more.

e netstat -tuln: Lists all listening TCP and UDP ports in numeric format.

e netstat -rn: Displays the routing table.

ss Command

The ss command is a modern replacement for netstat, offering faster and more detailed socket
statistics.

e ss -tuln: Shows active TCP/UDP listening sockets.

e SS -s: Summarizes socket statistics.

DNS and Hostname Resolution

Resolving domain names and verifying DNS configurations are critical tasks in network management.
The linux network commands cheat sheet covers commands that query DNS servers and diagnose
resolution issues.

dig Command

dig is a flexible DNS lookup tool that queries DNS servers directly for detailed information.

e dig google. com: Queries DNS for google.com records.

e dig @8.8.8.8 example.com MX: Queries the mail exchange records from a specific DNS
server.



nslookup Command

nslookup is another DNS query tool used for troubleshooting DNS issues and obtaining domain
information.

e nslookup example.com: Retrieves the IP address associated with a domain.

e nslookup: Enters interactive mode for multiple queries.

host Command

The host command is a simple utility for DNS lookups and reverse DNS queries.

e host google.com: Displays IP addresses of the domain.

e host 8.8.8.8: Performs reverse DNS lookup.

Packet Analysis and Capture

Analyzing network traffic packets is vital for deep troubleshooting and security auditing. The linux
network commands cheat sheet lists tools that provide detailed packet information and real-time

traffic capture.

tcpdump Command

tcpdump is a command-line packet analyzer that captures and displays TCP/IP packets transmitted
over a network interface.

e tcpdump -i eth0: Captures packets on interface ethO.

e tcpdump -nn -s 0 -v port 80: Captures verbose HTTP traffic without name resolution.

e tcpdump -w capture.pcap: Saves captured packets to a file for later analysis.

wireshark Command-line Tools

Wireshark includes command-line utilities like tshark for packet capture and analysis directly in the
terminal.

e tshark -1i eth0O: Captures packets on ethO interface.



e tshark -r capture.pcap: Reads and displays packets from a saved capture file.

Firewall and Security Commands

Managing firewalls and securing network access are critical components of Linux network
administration. The linux network commands cheat sheet highlights commands used to configure
firewall rules and monitor security status.

iptables Command

iptables is the traditional Linux firewall utility for configuring IPv4 packet filtering rules.

e iptables -L -v: Lists all current firewall rules with verbose output.

e iptables -A INPUT -p tcp --dport 22 -j ACCEPT: Allows incoming SSH traffic on port
22.

e iptables -D INPUT -p tcp --dport 22 -j ACCEPT: Deletes the specified rule.

firewalld Command

firewalld is a dynamic firewall manager that simplifies firewall configuration via zones and services.

e firewall-cmd --state: Checks the current firewall status.

e firewall-cmd --zone=public --add-port=80/tcp --permanent: Opens port 80
permanently in the public zone.

e firewall-cmd --reload: Reloads firewall rules after changes.

nft Command

nft is the modern replacement for iptables, offering improved syntax and performance for packet
filtering and classification.

e nft list ruleset: Displays the complete nftables ruleset.

e nft add rule ip filter input tcp dport 22 accept: Adds a rule to accept SSH
traffic.



Frequently Asked Questions

What is the purpose of the ‘ifconfig' command in Linux
networking?

'ifconfig' is used to configure, display, and manage network interfaces on Linux systems. It can show
IP addresses, enable or disable interfaces, and set network parameters.

How can | check the current routing table on a Linux system?

You can use the 'route’ or 'ip route' command to display the current routing table, which shows the
paths network packets take to reach their destinations.

Which command is used to test network connectivity in Linux?

The 'ping' command is used to test connectivity between your system and a remote host by sending
ICMP echo request packets and waiting for replies.

How do you display all open network connections and
listening ports in Linux?

The 'netstat -tuln' command lists all active listening TCP and UDP ports along with open network
connections.

What is the difference between 'ip addr' and 'ifconfig'
commands?

'ip addr' is part of the newer iproute2 package and provides more detailed and versatile network
interface information, while 'ifconfig’ is older and considered deprecated but still widely used.

Additional Resources

1. Linux Network Commands Cheat Sheet: Essential Tools for System Admins

This book provides a concise and practical cheat sheet of the most commonly used Linux network
commands. Perfect for system administrators and network engineers, it covers commands for
monitoring, troubleshooting, and configuring network interfaces. Clear examples and quick reference
tables make it an invaluable resource for daily network management tasks.

2. The Linux Networking Cookbook: Command Line Tips and Tricks

Designed for both beginners and experienced users, this book offers a collection of recipes focused on
Linux networking commands. It includes step-by-step instructions to configure networks, manage IP
addresses, and diagnose connectivity issues. The cookbook format allows readers to quickly find
solutions to specific networking problems.

3. Mastering Linux Network Administration: Commands and Best Practices
This comprehensive guide dives deep into Linux network administration, emphasizing command-line



tools and techniques. Readers will learn how to set up servers, secure network connections, and
automate network-related tasks. The book balances theory with practical command examples and
real-world scenarios.

4. Linux Networking Pocket Guide: Quick Access to Commands and Concepts

A compact and portable reference, this pocket guide summarizes essential Linux networking
commands and concepts. Ideal for on-the-go professionals, it highlights syntax, usage, and common
options for each command. The guide covers everything from basic interface configuration to
advanced routing principles.

5. Networking Essentials for Linux Users: Commands, Scripts, and Configurations

This book targets Linux users who want to strengthen their networking skills through command-line
proficiency. It explains the fundamentals of TCP/IP networking and demonstrates how to use various
Linux commands to manage network services. Additionally, it includes scripting examples to
automate recurring network tasks.

6. Linux Network Troubleshooting: Command Line Techniques Explained

Focused on diagnosing and resolving network issues, this book teaches readers how to effectively use
Linux command-line utilities for troubleshooting. It covers tools like ping, traceroute, netstat, and
tcpdump, explaining how to interpret their outputs. The book also discusses common network
problems and practical solutions.

7. The Complete Linux Networking Reference: Commands, Configuration, and Security

An all-encompassing reference for Linux networking, this book covers command usage, network
configuration files, and security practices. It guides readers through setting up firewalls, VPNs, and
secure remote access using command-line tools. The detailed explanations help administrators
maintain robust and secure network environments.

8. Practical Linux Networking: Command Line Essentials for IT Professionals

This book equips IT professionals with the essential Linux networking commands needed for everyday
operations. It features practical examples for configuring network interfaces, managing DNS, and
monitoring traffic. The hands-on approach ensures readers can apply skills immediately in real-world
environments.

9. Linux Network Command Line Handbook: From Basics to Advanced Techniques

Covering a wide range of topics, this handbook takes readers from basic network command usage to
advanced configuration strategies. It includes detailed tutorials on scripting network tasks, analyzing
network performance, and implementing security measures. The book is a valuable resource for
anyone looking to deepen their Linux networking expertise.
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